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AHHOTaAIUA

PaccmarpuBaeTcs 3agada odecreyeHus: 0e30MacHOCTH TEXHOIOTH-
YeCKHMX MPOIIECCOB B KMOEp(PU3NUECKUX CHCTeMax Ha 0a3e BHEJ-
PEHMSI COBPEMEHHBIX HMH(POPMAIIMOHHBIX TEXHOJOTHIA, TAKUX Kak
aHaJN3 OOJBIINX OOBEMOB JaHHBIX U METOIBl NCKYCCTBEHHOTO HH-
tesuiekta. OTMEYaeTCs, YTO MCIOIB30BaHE TEXHOIOTHIA GOMBIIIX
JaHHBIX JUTsT obecriedeHnss Oe30MacHOCTH TEXHOJOTHIECKHX IPO-
1eccoB TpeOyeT BBICOKOM KYJIbTYphl JaHHBIX B KoMraHuu. Camoe
r1aBHOE B (POPMUPOBAHUY ITOI KYJIbTYpPHI — OEPEKHOE OTHOIIEHHUE
K MH(OPMAIIMOHHBIM aKTHBaM opraHu3anuu. CO0p maHHBIX TpeOy-
€T OIpeJIeJIEHHBIX YCHInit 1 nHBecTHIMiA. OHAKO He BCera sICHO,
KaKWe JaHHble TOJIE3Hbl, KaK [JOJITO JaHHbIE CIEAyeT XPaHWTh, H,
caMoe TJIaBHOE, KaK [JaHHble Clie[lyeT KCIOJIb30BaTh Mo3ke. DTOT
JIOJITHIA TIyTh OT ¢OOpa JIaHHBIX JI0 UX KCIHOJb30BAHUS HEOOXOAUMO
MPOUTH, U BPEMs BCE PACCTABUT MO cBomM MecTtam. OOCYxXIaioT-
Cs1 OCHOBHBIE STAIBl BHEAPEHHST TEXHOIOTHIA OOJBINNX TaHHBIX IS
00ecIIeueH s TEXHOMOTHUECKOi Ge30MMacHOCTH Ha Mpe IPUSATHH.

BBegenne

Kubepdusmueckre cucTeMbl OTHOCATCS K KJIACCY HEJIMHEMHBIX pacrpe/ieicH-
HBIX CHCTEM YTIpaBJieHus, (PYHKITMOHUPYIOIIUX B YCIOBUSX BO3JCHCTBUS pa3iiiy-
HBIX (PaKTOPOB HEOMPEAEICHHOCTH, KOTOPhIe MOTYT MPUBECTH K HAPYIICHUIO 3a-
KOHOB YIPaBJICHUS] U BO3HUKHOBEHUIO KpUTHUECKUX cuTyauuii [[1]. B Hacrosee
BpeMsI [IJIs PellicHUsI 3a/1a4 COMPOBOXICHHU s MOAOOHBIX CHCTEM aKTUBHO BHEIPS-
I0TCSI TEXHOJIOTUM OOJIBINMX JIAHHBIX C II€JIbI0 ITOBBIIICHNS TEXHOJOTMIEeCKO Oe3-
onacHocTH (yrnpasJieHre Ha ocHoBe AaHHbIX) [2], [3], [4].

[pu peanmu3anyy TEXHOJOTMIECKHX MPOIECCOB HA Pa3IMIHBIX dTanax (popMu-
pyeTcsi OOJIBIIOR MACCHB JJAHHBIX, OTPAKAIOIIHIA TEKYIIIee COCTOsIHUE KuOepu3u-
4yecKkoi cucteMbl. CII0KHOCTb TEXHOJIOTMYECKHUX MPOLIECCOB M HEOOXOAUMOCTh UX
MOCTOSIHHOTO MOHUTOPHUHIA TPUBOIST K TOMY, 4TO (hOPMHPYETCsI OOJIBIIION Mac-
cuB naHHbIX (Big data), KOTOpBIl HEOOXOIVMO XPAHWUTh B TEUSHUE OIPeJIeICHHO-
ro BpeMeHH. YacTo JaHHbIe XPAHATCS B PA3HBIX HECBSI3aHHBIX MH(POPMAITMOHHBIX
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cUCTeMax, YTO B HEKOTOPBIX CIydasx He MO3BOJSAET MPOAHAIN3UPOBATh BO3HUK-
HOBEHHE KPUTHYECKOH CUTYaIMH C YYETOM BCEX UMEIOIINXCSI IaHHbIX.

Tem cambiM, (hOpMHpPOBaHHME KYJIbTYpbl PabOTHl C JaHHBIMH Ha TpEIIpHs-
THU SIBJISIETCS aKTYaJIbHOM, ¥ TO3BOJIIET MUHUMHU3HUPOBATh PUCKY BO3HUKHOBEHUS
KPUTUYECKUX CUTyallMil B YCJIOBUSX BIMSHHUA Pa3IMYHBIX (DAKTOPOB HEOIpee-
JIEHHOCTHU.

OcHOBHbBIE STaNbI BHEJIPCHUA TEXHOJOI i OOJILIITHX JAHHBbIX

PaccMOTpUM OCHOBHBIE STaIbl BHEPESHHSI TEXHOJIOTHIA OOJIBIINX JaHHBIX, KC-
HOJIb3YeMBIX JJIS pelIeHUs 3a1ad 0OecrieyeHHs TEXHOIOTNIECKON 0e30I1acCHOCTH
B KHOEp(PU3NUECKUX CUCTEMaX.

Ha nepBom 3Tane HeoOX0UMO POBECTH ayAUT JaHHbIX. OCHOBHASI LIeJIb: ITPO-
BECTH ayJUT UMEIOIIMXCS TAaHHBIX, HEOOXOAUMBIii U151 BHITOMHEHU S (DYHKIIMI TeX-
HOJIOTMYECKOii 6€30aCHOCTH B COOTBETCTBUM CO CTAHAAPTAMH U perIaMEHTaMH.
OCHOBHBIE TPOLIEYPHl pealu3allii: COCTABJICHHE NepeyHs npodyieM obecrieye-
HUS TEXHOJIOTMYECKO# 6e30MacHOCTH OOBEKTOB M MUH(PACTPYKTYPhI 1 BOSMOKHBIX
peﬂleHHﬁ, HCO6XOHI/IM])IX IUIA X pean3alu.

OTMeTHM, 4TO OOBIYHO JIaHHBIE COOMpaloTCs AJsi (POPMUPOBAHUSI CTAaHIAPT-
HBIX OTYETOB, T. €. 1IeJIbI0 B IAHHOM CJTy4ae sIBJisieTcsl (popmMupoBanue oryera. [1o-
CJIe 3TOTO HESICHO, UTO JeJ1aTh C MACCUBAMHM JaHHBIX. IX MOXHO OCTaBUTh Ha Xpa-
HeHHe, a MOXKHO yAaIuTh. [Ipy XpaHeHHH He Bcerga NOHATHO, Kak JoAro Heo0Xo-
AUMO XPpaHUTDb JaHHBIC. Hpouecc ayanuTa BbI3BIBACT MHOT'O BOIIPOCOB, CBA3AaHHBIX
CO CPOKAMH XPaHEHUs, LIEHHOCTbI0 UH(OPMALIUK U €€ CTapEHUEM.

B Hacrosiniee BpeMs XpaHeHHe MH(GOPMAILIHHU CTAJIO YaCThIO OTpaciv 00padoTt-
KU JaHHBIX, ¥ 3TU BOIIPOCH PEIIAIOTCS B paMKaX 00JIAYHBIX X PaHWIIHIL KOMITaHUIA,
OTHOCAIIMXCS K MH(OPMAIMOHHO# oTpaciu. [Ipy XpaHeHnH JaHHBIX B CUCTEMax
XpaHCHUA NOAPAAYMKOB, B CBOIO OUYEPEIb, BOBHUKACT 3aJada COXpaHCHUSA KOHCI)I/I—
JEHIMTBHOCTH MH(OPMAIIIOHHBIX PECYPCOB.

Ha BTOpOM 3Tare noAaroToBKM JaHHBIX HEOOXOOMMO BBHINOJHUTH KiacCU(pH-
Kalumio JaHHbIX. OCHOBHAsSI 11eJIb: KJIaCCU(UIMPOBATh UMEIOIIMECs AaHHbIE U UX
UCTOYHMKU. OCHOBHBIE NIPOLIEAYPHl PEATH3ALMH: ONpe/Ie/ICHIe HATNUMST JaHHBIX
U3 CepTU(HULIMPOBAHHBIX UCTOYHUKOB MH(popMarmu. [lanee ciaexyet cpopmupo-
BaTb CMUCOK HEOOXOIMUMBIX JAHHBIX, KOTOPbIE yTEPSIHBI UJIM MOTYT OBITh Y TEPSIHBL.
Heobxonumo Takxke copMHUpOBaTh CIIMCOK HEIOCTAIOMMX TPeOYeMBIX HaHHBIX
U3 cepTH(HIMPOBAHHBIX UCTOYHUKOB MHpopManuu. Hakonen, Tpedyercs cdop-
MHpPOBaTh CIIUCOK JaHHBIX, KOTOPbIC HYXHBI, HO MX UCTOYHHKU HEJOCTYIHBI HJIN
HEU3BECTHBL.

I MHTEJUIEKTYaIbHOTO aHAaJIN3a JaHHBIX TPEOYIOTCS IOMOJHUTEIbHBIE pe-
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Cypchl Opranuzauuu. Eciiv 310 jaTumku, onpeaensioiye KOHIEHTPALMIo BPEJHbIX
BEIIIECTB, TO MPU BHIOOPE THIA, KOJMUYECTBA M MECT UX YCTAHOBKH HEOOXOIMMO
MOMHUTb O XKM3HEHHOM LIMKJIE JaHHBIX, KaK YIOMUHaIOCh paHee. [logaep:xanue
JKU3HEHHOTO LIUKJIA JAHHBIX TpeOyeT COOONeHI METPOJIOTHUECKUX CTAaHAAPTOB,
cepTU(UKAIMK JaTYNKOB U MPOrPaMMHOI0 oOecrieueHusi, CepTudUKaIMy KaHa-
JIOB CBSI3U M CHUCTEM 3aluThl MHGopManuu. B psijie ciydyaeB B paMKax KOHIIETI-
IIUH OOJIBIIINX JIAHHBIX MOTYT UCTIOJIb30BAThC I MH(POPMAIIOHHBIE PECYPCHI APYTUX
KoMnaHui. B aToM ciyyae BO3HUKAeT BONPOC O KAYECTBE JAaHHBIX, IPEIOCTaBIIS-
€MBIX CTOPOHHEW KOMITAaHUEN.

Ha tpetbem 3Tane npoBoauTCs KitacCu(pUKaIMs JaHHBIX 110 npuopurety. Oc-
HOBHasl 11eJIb: PACCTABUTh MPUOPUTETH M BBIACIUTh HauOOJIee BaKHbIE PEeCypChI
JaHHbIX. OCHOBHbIE MPOILIeIyPhl peaIU3alIMU: OLIEHKA CJIOKHOCTH MOJIyYeHUs 1aH-
HBIX, (POPMHUPOBAHHUE CIMCKA IPUOPUTETOB ITPU (POPMHUPOBAHUN HAOOpa TAHHBIX 1
OIIEHKa 3aTpaT Ha MX cOop.

Heo0xonuMo yuuThIBaTh JMHAMHUKY [IPUOPUTETOB Ha PA3JIMUYHBIX TANaX KU3-
HEHHOTO IMKJIa Kuoepduzndeckux cucteM. OTMETUM, YTO CJIEAyeT [MOMHHUThH O
MPOTUBOPEYHSX, KOTOPbIE MOTYT BO3HUKHYTh IPU BHIOOpPE MIKAJIBI IPUOPUTETOB.
Bri6op npUOpHUTETOB SIBIISIETCS CIIOKHOW ONTUMU3ALMOHHON 3a1a4yeil B paMKax
TEOpUM CUCTEM MOJAEPKKU MPUHATUS PELICHUH, HallpuMep, Ha OCHOBE MHOIO-
3HAYHOM JIOTUKH.

CToMMOCTb NOJTyYeHHsI IaHHBIX U (POPMUPOBAHKE HAOOPA JAHHBIX BO MHOTOM
3aBHCHUT OT THIIA KHOEeP(U3NIECKOM CUCTEMBI U ee 0coOeHHOCTel. CTOUMOCTh MO-
JKET BapbUPOBATLCA 34 CYET ONTUMHU3ALMU 3aTPaT Ha JATYAKU U KOHTPOJUIEPHl U
(opmupoBanUs (P POBHIX ABOMHUKOB OOBEKTOB YIPABIICHUS.

Ha yeTBepTOM 3Tare nMpoBOAUTCS aHAIU3 METOI0B cOopa naHHbIX. OCHOBHAs
1eJTb: TIOBbIIIeHHE 3(P(DEKTUBHOCTH MCTIONB3yeMbIX JaHHBIX. B TpynoBoii (pyHK-
IIUM TIEPCOHAIA, OTBEYAIOIIErO 3a MPOMBIIUICHHYI0 0€30IacHOCTh, HEOOXOIUMO
OIMHUCaTh aJTOPUTM, KaK COOMpPATH JaHHBIC O TEXHOJIOTHUECKUX IMPOIeCcCax W WH-
LIAJIeHTaxX.

HecmoTps Ha akTHBHOE BHEpeHIE aBTOMATH3UPOBAHHBIX CUCTEM cOOpa IaH-
HBIX, COXPAHSIOTCS PyYHBbIE OEPALIU [10 KOHTPOJIIO COCTOSIHUSI KOHCTPYKLIMM, Ha-
MpUMep, BHELIHUAI OCMOTpP YCTaHOBKH, TPyOOIPOBO/a, CBAPHBIX IIIBOB U T. 1. Tak-
e K pYYHbIM OIEepalvsiM OTHOCATCSI (POPMUPOBAHUE OTUETOB U 3aMIOJTHEHUE KYP-
HayoB. CllelyeT OTMETHTbh, UTO TPYJAOSMKIE OTepallii, CBSI3aHHBIE ¢ 00pabOTKOit
JKYPHAJIOB, OTYETOB U 3aHECEHHEM 3TUX JAHHbIX B MH(OPMAIMOHHYIO CUCTEMY,
JIOJIKHBI BBIIIOJTHATHCS IEPCOHAIOM, OTBETCTBEHHBIM 332 00Pa0OTKY JaHHBIX.

[Tpu 3T1O0M B HH(POPMAIIMOHHOI CUCTEME HEOOXOAMMO UCTIONIB30BaTh AJITOPUT-
MBI aHaJIM3a KOPPEKTHOCTU C(POPMHUPOBAHHBIX HAOOPOB AaHHBIX [5]. B pamkax
BHEJIPEHUS KYJIbTYPHI JAHHBIX B OPraHU3aIliy BA)KHO MOHUMATh, YTO COOP JIaHHBIX
TpeOyeT yJacTusl KBaTH(PUIIMPOBAHHBIX CIICIIATMCTOB Pa3HBIX YPOBHEl [6].
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Ha nsitom 3Tarme omnpenesnsieTcss crocod U MecTa XpaHeHHs1 Habopa JIaHHBIX.
OcHoBHas 11eJ1b: 0OecTieYeHre HaIe)KHOTO XpaHEeHUs TAHHBIX 1 BO3MOXHOCTH JIO-
CTyIa K HUM 110 TPeOOBAHMIO C UCTIOJIb30BaHUe HH(POPMAIIMOHHBIX cucTeM. OCHOB-
HBIE CPEJCTBA, HCIONb3yeMble I 3 (PEKTUBHOTO XpaHEHHS JaHHBIX, BKJIIOYAIOT
B ce0s1 pacnpe/ie/ieHHbIe XpaHWIUIIA JaHHBIX Ha 0a3e 00JIavyHbIX TexHooruii [[7].

[Tpu sTOM HEoOX0AMMO 0OecneunTh S (PEKTUBHBIE MEPHI 3ALUTHI XPAHSIIHUX-
sl TaHHBIX HA OCHOBE, HAIIPUMep, paciipe/ie/ieHHs PaB JIOCTYIIA, a TAKXe He00X0-
JVIMO KOHTPOJIMPOBATh M3MEHEHV 1, BHOCUMBIE B HAOOPHI TAHHBIX U METOJIbI YIIPaB-
JIEHU S BEPCUSIMHU.

IIponeccol coopa u 06padOTKH JAHHBIX JIJIs1 YIPaBJIeHUsT
pHCKaAMHU

Ha Puc. [ mpeacrasnen nponecc (hopMUpOBaHUs TOTOKA JAHHBIX O COCTOSIHUM
TEXHOJIOTMUECKHX TPOILIECCOB, aHAIN3€e OTKAa30B M MHIMAEHTOB, rae DBP - 6aza
JaHHBIX PE3y/IbTaTOB MOHUTOPHMHIA EPCOHAIIOM XO/1a TEXHOJIOTMIECKHUX IPOLeC-
coB; DBS - 6a3a JaHHbIX pe3yJIbTaTOB U3MEPEHUI JATYNKAMH XapAKTEPUCTHUK TeX-
HOJIOrM4ecKux npoueccon; DBf — 6a3a naHHBIX ¢ pe3y/bTaTaMy aHAIM3a OTKa30B
Y HeHCIIpaBHOCTEl 000pyI0BaHus, @ TAaKXKe HAPYIICHHUI B XO/Ie TEXHOJIOTMYECKUX
npouieccos; DBh - 6a3a 1aHHbBIX, copepxkaias HHHOPMALMIO O KPUTHYECKUX CH-
Tyalusx 1 UX MOCIEACTBUSX.
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YacTb JaHHBIX OTPaXaeTCsl B pa3NYHbIX (DOpMax, HATIPUMED B BUE OTUETOB,
NPE/ICTaBJICHHBIX B OYMaXHbBIX JOKyMEHTaxX. 3aTreM 3Ta MH(OpMalus BBOJUTCS
B COOTBETCTBYIOIME MH(POPMAIMOHHBIE CHCTEMBl M XPaHUTCSI B 06a3ax JaHHBIX.
Hanpumep, oT4eTsl O yIPaBIEHHUIO TEXHOJIOTMUECKHAM MIPOLIECCOM COJIEpKaT MH-
(bopmanuio 06 OTKIOHEHHSX TAPAMETPOB M MX MPUUMHAX. DTH OTYETHl (POPMUPY-
I0TCS IByM# CIIOCOOAMU: TEXHOJIOTOM U C UCTIOJIb30BAHUEM aBTOMATU3UPOBAHHON
cucteMsl yripasyienus: 1 MoHuTopuHra (SCADA). Co6paHHbIe JaHHBIE TTO3BOJISIIOT
aHAJIM3UPOBATh COCTOSIHUE KNOEp(U3NIECKOi CUCTEMBI U B CIIydae HEOOXOIMMO-
CTH BJIMISITh HA Pa3BUTHE KPUTHIECKOHN CUTYaIHH.

3akJirouyeHne

Kak ciienryer u3 npe/icTaBiIeHHbBIX OCHOBHBIX IIArOB paOOTHI C JaHHBIMU (pop-
MHPOBaHHUE KYJIbTYPHI JaHHBIX ), 9TO JOCTATOYHO TPYIOEMKHIA mporecc. B Hacto-
smee BpeMsl B COBPEMEHHBIX KOMITAHHSX BBOISTCS JOKHOCTH OTBETCTBEHHBIX
3a JaHHble. OTMETHM, YTO TO BaXKHbIE STAITBl HA IyTH K IIPUMEHEHUIO OOJIBIINX
JaHHBIX TIPH PEeLIeHNH 3214 IIPOMBIIIIEHHOH 0e30I1acCHOCTH.

BaxHy10 poJib Ha BCEX PACCMOTPEHHBIX 3Talax UrpaioT MpoLecchl cbopa u 00-
paboTku 1aHHBIX. [Ipy 9TOM OCHOBHBIMH NIPOOJIEMaMH SIBJISIOTCSI CHHXPOHH3AIIHS,
BepU(UKalus 1 HEOOXOAUMOCTh MHTETPAMK Pa3HOPOIHBIX MH(OPMAIMOHHBIX
CHCTEM, YTO SIBJISIETCSI OCHOBOM KYJIbTYpPhl paOOTHI C JaHHBIMHU.
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