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CraTtunyecknii aHanms

He TpebyeT 3anycka kona

4

@ NMEET LWNPOKYHO obnactb NPUMEHEHNA

@ CUNIbHO 3aBUCUT OT ocobeHHOCTell A3bIKa nporpaMmMmnpoBaHnA
o
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AHanns noToka JaHHbIX

AHann3 NoToKa AaHHbIX — TEXHUKA, No3Bossitowas cobrupaTe NHMOPMaLNIO O BOSMOXKHOM
Habope 3HaYeHWii, BbIYNCASIEMbIX B Pa3/InyHbIX TOYKAX NPOrpaMMbl
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AHanns noToka JaHHbIX

AHann3 NoToKa AaHHbIX — TEXHUKA, No3Bossitowas cobrupaTe NHMOPMaLNIO O BOSMOXKHOM
Habope 3HaYeHWii, BbIYNCASIEMbIX B Pa3/InyHbIX TOYKAX NPOrpaMMbl

Taint-aHanus:
@ «3arpsi3HEHUSI» [aHHbIX
@ source, sink

@ cyuwectyeT 3hDEKTUBHLIA anropuTm
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Anroputm IFDS

hakT — nokauus + MeTka
BepLMHbI rpacha — haKTbl X WHCTPYKLMM

Hyneeble hakTbl — LOCTMIKUMOCTb

pebpa onpegensitotcs flow-pyHkyusamn
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Anroputm IFDS

int foo() J void writeZeroTo(out int p)

Q ®© ©
void writeZeroTo(out int p) { i

p=0; © ®

}
int foo() {

int x; —— —

int y; © ®

writeZeroTo(x)

return x + y; @ @

S 7
} e I— -
e © ® O
@ meTka — uninitialized
v
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Llens n 3apaun

Uenbto paHHoii paboThl siBnseTca nosblweHune besonacHoctu MO, paspaboTaHHoro Ha

nnatdopme .NET, c nomoLbio 0bHapy>eHMs NOTeHUMaNbHbIX YA3BUMOCTel CTaTUYeCKUM
aHanM30M BO Bpemsi pa3paboTku
3apgaun

@ npoBecTn 0630p NOAXOAOB aHaNM3a NOTOKA AAHHbIX, @ TaKXKe MHCTPYMEHTOB CTAaTUHECKOrO
aHannza gns nnatcpopmel .NET

@ CMpOoeKTMpPOBaTb peLleHmne, yunThiBatoee ocoberHocTu nnatcpopmel .NET
@ peann30BaTb CMPOEKTUPOBAHHOE peLLeHne B UHpacTpykType npoekta USVM

@ MPOBECTN SKCMEPUMEHTANIbHOE CPaBHEHME Pa3paboTaHHOW CUCTEMbI C ApYriiMU
WHCTPYMeHTaMun cTaTu4eckoro aHanmsa anas .NET

Bsivecnas Byunn (C
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NHcTpymeHThl cTaTuyeckoro aHanmsa .NET

o CoDEQL

> taint-aHanus
> NpoMexxyTouHoe npeacrasnexune B suge b/l

@ SEMGREP

> taint-aHanus
» wncnonbsyet W ana dunstpauun pesynstatos
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Ocobennoctn .NET

CTPYKTYPpbI
nepenaya value-Tunos no cceinke

BMPTYaJibHble BbI3OBbI
aeneraTbl

CNCTEMa TUNOB

Hebe30MacHbIfi KOHTEKCT
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Flow-dpykHumm

[return x]({z.g, 7)) = {{z.g, ), (return, 7) },ecnun x = z

Xgr yg7T>},ech|y—z
[x « yl((z-g,7) (Z)ecnmx—z

(z.g, T)}, nnave

[x + y.f1((z.g,7) 0, ecnn x = z

{(z.g,7)}, nHaue
{{x.fg,7),{v.g, )} ecmy =z
[x.f < yl({(z.g, ) 0,ecnu x = z,g = fh

{(z.g,7)}, nHaue
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{ {(x.h,7),(y.g,7)},ecnny = z,g = fh

[x = source™ ()](0) =

[x = e.m(y)]exic((z-8,

Cratuyeckunii ananuns

[x = c.m(y)]can({z.g, 7)) =

) =

{07}

{(this.g, 7)},ecnn c = z
{(arg.g,7)},ecrmy =z
{(static(A).g, T)}, ecnn z = static(A)

0, nnaue

{(c.g, )}, ecnun z = this
{y-8 7}, ecm z = arg, y = ref(r)
{(x.g,7)},ecnn z = return

{(static(A).g, 7) }, ecnu z = static(A)

0, nnave
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ApxnTekTypa

<<component>>
Delegate Storage

<<component>>
Method Call
Resolver
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<<component>>
Fact Type Checker

=

<<component>> <<component>> <<component>> E
Sequent FlowFunc Method Call F-- > Taint Rules
FlowFunc Provider
I i
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Language Manager

Cratuyeckunii aHanus

Application Graph
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ApxnTekTypa

| analyzeMethod

| mapExitToReturn

O
AT ger | | Methodc. ] [T intRi ] [Msrhndr ] [SequentF\owFun:] [FachypeChecker
| getCall i ! |
alt d [instr contains call| : : :
I callExpression : i :
| propagate I ; :
i applyRules | !
i rules J:l i ,
‘ k< ! !
| opt [method call] ! !
i mapCallToStart | !
| facts : :
! resolveMethod j ! ;
| methods | ‘ ‘

facts

filterFact

fact

[instr hag o caiij
| propagate

facts

opt__J| flassign] i

filterFact i
I
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JKCNepuMeHT

MeTpukun:
@ precision NHcTpymeHThI:
@ recall e CoDEQL
o false positive rate @ SEMGREP
°
f1 score @ USVM-DATAFLOW
JaHHble:

e FLowBLOT.NET
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DKCNepUMEHT
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Metric
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CodeQL/C# Semgrep/C# usvm-dataflow/C#
FlowBlot.NET CWE 1000
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PesynbTathl

MNpoBefeH 0b30p aHaNM3a NOTOKA AAHHLIX, @ TAKXKE CIEAYHOWUX UHCTPYMEHTOB
ctatuyeckoro aHanusa gnst .NET: CODEQL, SEMGREP

@ PaspabortaHa apxuTekTypa CUCTEMbI CTaTMYECKOrO aHa/IN3a, y4UTbIBaOLAs Takue
ocobenHocTn nnatcpopmel .NET, Kak cTpykTypbl, nepegada aprymenToB value-tuna no
CCbIIKe, BUPTYasibHble BbI30OBbI, AeNeraThl

CnpoekTupoBaHHas cuctema bbina peasnsosaHa B uHdpacTpykType npoekta USVM

lMpoBeneHo cpaBHUTENBHOE MUCCefoBaHne peannsosaHHol cuctembl ¢ CODEQL n
SEMGREP, nokasagllee, 4To pa3paboTaHHasi cuctemMa AeMOHCTpUpYeT bosiee BbICOKUE
METPUKN Ka4eCTBa
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DKCNEPUMEHT C YHETOM 3aMedaHuii

rate, unit interval
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FlowBlot.NET CWE 1000

Metric

B  Recall (TPR)

M False alarm (FPR)
[ Precision (PPV)
M Fi-score



